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President

» Headquartered in Troy,
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VP, Commercial Lines

= A National Award-winning,
Independent Insurance Firm

= Serving Families and e Drew White, CPA
Businesses Since 1978 -z Account Manager
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Response & evarything.
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ERMEY  Comprehensive Protection

AGEMNCY

Commercial General Commercial Workers
Property Liability Auto Comp

Errors
Employment Directors & and/or

Practices Officers Omissions

Cyber
Liability
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AGEMNCY

\,, Meomamer  Cyber Attacks It’s not if, its when!

-

Claim Scenario: Small Business — Video Photography Company

FORMER ROGUE EMPLOYEE Financial Impact:
Company was hacked by a former employee, using credentials not deleted | Forensic Investigation 57,000
when they were terminated. The employee sold 780 customer records on the  Identity Theft/Monitor  $ 3,370
deep web including customer name, contact info, and credit cards
* Legal Fees $ 8,100
* Public Relations S 7,400
Resolution: « Call Center $'5,500
* Breach Coach hired to navigate the event o
« Forensic teams were engaged to work with company’s IT dept to " Notification Costs v G
initiate repairs * Data Recovery $ 6,850
e (Call center was hired to inform affected customers

» Covered Identity Theft and Credit Card Monitoring Total Impact $39,180
* Legal Counsel deployed
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B HERSHEY

Cyber Attacks

) INSURANCE

AGEMNCY

Claim Scenario: Small Business — Agricultural Research Lab

RANSOMWARE

Employee accidently clicked on Malware link. The virus was
downloaded on the company server causing 300 customer

records and research projects data to be encrypted. -~
Employee received an email demanding $15,000 in Bitcoin > BREIED CeEEn IFEsE
within 24 hrs to release data. & * Forensic Investigation
* Legal Fees
Resolution: « Notification Costs

* Breach Coach hired to navigate the event

* Back ups were also encrypted P

e Breach Coach and Insurance Co determined fastest and least ™
impactful solution was to pay the ransom

* Ransom paid — files were released — company resumed
operations

* Business Interruption
* Hardware Damage

* Ransom

Total Impact
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\, Meomamer  Cyber Attacks It’s not if, its when!

AGEMNCY

Claim Scenario: Major Corporation — Marriott

DATA BREACH

In 2018 the hotel giant revealed personal information of over
500 million customers (names, addresses, account #’s, credit
cards) from around the world had been compromised. The
issue stemmed from a data breach of Starwood in 2014 carried o g )

over to Marriott from the acquisition of Starwood. prie B Teak.
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Impact: e ™
* Recovery Costs: Over $30 million e
* Reputational Damage: Estimated at over S1 Billion in lost revenue ,.,u
* Stock Impact: Marriot Stock dropped 5% immediately "
* Legal Ramifications: S125 Million in fines from UK '

$12.5 Billion in multiple class action suits
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AGEMNCY

HEBRHEL  Cyber Liability Statistics

00000000

0001

59% of
Breaches
Include Small
Companies

Hacking / Median
Malware = #1)\ | Cost of Small

Cause of Breach =
Breaches $32,500

Breaches
Grew 150% in
Four Years

Ransomware
& False
Pretense
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AGEMNCY

= o Cyber Hygiene Best Practices

ensuring an organization's cyber health is in optimal condition.

The following are essential parts of cyber hygiene:
0001

Strong Multi-factor Data Back- Security
Passwords | |Authentication ups Software

Employee

Education
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AGEMNCY

= o Cyber Liability Protection

any business, small and large, nonprofit %
organizations, and retailers.

0001
Cyber Liability can protect a business What does Cyber Liability cover?
against damage to electronic data, " | = Data compromise protection
malware attacks, liability to third parties, = |Legal cost protection
and also help recover the cost of: " Forensic services
= . Restoring and recreating data = Personal services for.any persons affected
= Restoring systems to pre-attack levels = Public relations costs
= Lost business & unforeseen expenses = Costs of legal defense if company is sued
= Public relations services = |dentity recovery protection
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AGEMNCY

E‘ﬁ HERSHEY  Cyber Liability Protection

First party coverage

= Data recovery

» Repairs to your hardware or software systems.
= [ncome lost as a result of the breach.

* Notification Costs

= Credit monitoring services

= Cyber Extortion/Ransomware attack

= Cyber Crime — Sglal Enlneerlng/Phlshlng Third party coverage
N AR ‘,:‘f".‘.:*%“\ r = Privacy lawsuits brought by customers
| - .:"'"’5" .‘{. or employees who allege that you were
W _"!“‘i?\?‘g,'.'.,iw responsible for the data loss.
BRSNSt o O = Regulatory fines
\ | C\(BEP; f*“’* = Allegations of libel, slander or copyright
- : infringement
» Claims that allege a breach of contract

or negligence on your part.
R EEEEEEEEEEEEEEE———————
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AGEMNCY

2 WSk Cyber Liability Protection

Common exclusions:
= Patent, Software and Copyright
Infringement
= War and Invasion
= Bodily Injury
= Loss of Electronic Device

How it’s rated: = Vicarious Liability
= Annual Revenue =  Government Entity or Public
= Number of Employees Authority
= Nature of Business = Specific Network Interruption
Condition
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B3 HERSHEY  \larket Trends

AGEMNCY
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»> Reduced Limits 4
» Stricter Underwriting
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HERSHEY  Application Process

AGENCY

if MFA is used, comy
(1) Select your MFA provider:
1§"Othes”, prowide the name of your MFA prowder:

(2) Select your MFA type:
IF*Other”, describe your MFA type:
(3} Does your MFA configuration ensure thatthe compromise of a smgle dewice wil onfy compromise a singie [ Tes [N
The Applicant’s network security is:[Z] Outsourced: provide the name of authenticator?
e next-generation antivirus (NGAV) product to prots endpoints across your enterpnse? e
= [IMans, amallyiin-houss I "Yes", select your NGAV provider
,"“,f;“i;ﬁr'" oRMaTCH < 7= nelort S50y & ouisouroed, are you e main S -Gt s e moron o your HGAY proscr
Name of Applicant e
— . £ Doyou == an endpoint detecton and response (EDK) ool rat inclces censrlz=3 monionng and ogging
i cont of all endpeint actity across your en [
Phen) d__How many IT persomnel are on your team? Yes", cormplete the following

IT security persom 1) Select your EDR provider:

= e .= | Complicated Process

on 100% of endpoints? OvesCne

Vebsite.

applicatons (2} Do you eforce appé
+ andlor s representatives regaring he resuls o {3 Is EDR deph
icant's organization.

us - assets .
PrintType Name: ting safeguards E h assats. . . . .
e ge= = Application is part of the polic
& BUAL SECuRTY coNTROLS s EDR reqre o be instaled on these devices? _ O
) you use MFA to protect all local and remete access o privileged user accounts' [ e=|:|f»o
3 + your MFA type: - N . "
i - = Material misrepresentation I
h anage prvieged accounts using privileged account management software (PAM) (eg
- 3 &«':ﬂufrust ete.)? OvesOne
L) Yes", complete the following
4 RECORDS L]
a
e Dege lead to denied coverage
e recors [ Sender Policy Framewark (SFF) 3 OveOre
] Domainkeys Identified Mad (DHKIM) Yes", provide the name of your moitoring ool
DD"”“'”*“*” :’:“’9““‘*"3“““” Reporting & Conformsn roll out 3 hardened baseine corfiguration across servers, Laplops, deskiops and managed mobile
& ‘-" your users access emal thiough 3 web appiic K cord and track all sofiware and hardware assets deployed across your organization”
& re. host, process, If “Ve<", do you enforce Multi-Factor Authenticatio . -
e e Tl T A, = = Yes’". provide the niame of the tool used for this purpose (f any)
be used o uniquely Advanced Threat Protection add-on? o IT users have local adminstration nghts on her | i Ov=Oie
502 o explain any m and high severity patches across your
ays []8-30cays [[one m:nm or longer
E n s O
are you PCLDSS Compliant? O
5. IT DEPARTMENT o
s Cves
I "Yes", provide the name of your DNS prowid
) use endpoint application isolation and containment technology on all endpoinis? e[t

your provider. 1

Email add 1f “Other”, provide the name of your provider:

res[JNo

T Security Designation(s) B q. Can users run Miormsoft Office Maoro enabled documents on their system by defauit? O
yber < r.Doyou impiement FowerShell best practies as outined in the Envinment Recommendations by Microsott? [Ives[No
NGP-NBA (1.2022)
PaE3os
d
Clves[te
Pag2ds
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HERSHEY  Cyber Perils Insured Against

AGENCY
FIRST PARTY COVERAGES
Incident Response
Coverage Limit of Insurance 51,000,000 Aggregate
Retention %5,000 Each Event
Business Interruption Crime
Coverage Limit of Insurance 51,000,000 Agagn Coverage Limit of Insurance $250,000 Aggregate
Retention $5,000 Each EY Retention $10,000 Each Event
Waiting Period 8 Hours Reputational Harm
Dependent Business Interruption Coverage Limit of Insurance $1,000,000 Aggregate
Coverage Limit of Insurance $1,000,000 Aggr Retention $5,000 Each Event
Retention %5,000 Each EY Mitigation Expense (First Party)
Waiting Period 8 Hours Coverage Limit of Insurance $250,000 Aggregate
Data Recovery Retention $5,000 Each Event
Coverage Limit of Insurance 51,000,000 Aggr
Retention $5.000 Each E\ SHARED LIMITS
Hardware Replacement Proof of Loss Sublimit of Insurance $50,000 Each Event
Coverage Limit of Insurance $1,000,000 Aggr Travel and Expense Sublimit of Insurance Sﬁggaeggge@%?e%?tgay
Retention $5.000 Each EVERt
Extortion
Coverage Limit of Insurance 51,000,000 Aggregate
Extortion Event Inflc;;rgfgr?geliteward Sublimit of 525,000 Aggregate
72 Hour Extortion Loss Sublimit of Insurance 525,000 Aggregate
Retention $5,000 Each Event
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AGENCY

First Party Insuring Agreements

A. Business Interruption

B. Contingent Business Interruption

C. Digital Asset Destruction, Data
Retrieval and System Restoration

D. System Failure Coverage

E. Social Engineering & Cyber Crime

Coverage

F. Reputational Loss Coverage

G. Cyber Extortion and Ransomware
Coverage

H. Breach Response and Remediation
Expenses

Limit

$2,000,000
Each Loss / Aggregate

$2,000,000
Each Loss / Aggregate

$2,000,000
Each Loss / Aggregate

$2,000,000
Each Loss / Aggregate

$250,000
Each Loss / Aggregate

$2,000,000
Each Loss / Aggregate

$500,000
Each Loss / Aggregate

$2,000,000
Each Loss / Aggregate

Retention, Waiting Period,
& Period of Indemnity

Waiting Period: 10 Hours
Period of Indemnity: 6 Months

Waiting Period: 10 Hours
Period of Indemnity: 6 Months

$£100,000 Each Loss

Waiting Period: 10 Hours
Period of Indemnity: & Months

£100,000 Each Loss
Waiting Period: 2 Weeks
Period of Indemnity: & Months

$100,000 Each Loss

$100,000 Each Loss
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ey First Party Insuring Agreements

Coverage Needs are
Specific for Each
Industry and Business



Third Party Insuring Agreements

Third Party Insuring Agreements Limit Retention

A. Network Security and Privacy $2,000,000 $100,000 Each Claim
Liability Each Claim / Aggregate

B. Regulatory Investigations, Fines and $2,000,000 $100,000 Each Claim
Penalties Each Claim / Aggregate

C. Media Liability $2,000,000 $100,000 Each Claim

Each Claim / Aggregate

D. PCI D55 Assessment Expenses $2,000,000 $100,000 Each Claim
Each Claim / Aggregate

E. Breach Management Expenses $.2,000,000 $100,000 Each Claim
Each Claim / Aggregate
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ERMEY  Comprehensive Protection

AGEMNCY

Commercial General Commercial Workers
Property Liability Auto Comp

Errors
Employment Directors & and/or

Practices Officers Omissions

Cyber
Liability
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HERSHEY

INSURANCE
AGENCY

The Hershey E3 Process

DUCATE

* Property * Directors &

= Auto Officers

* Professional -+ Workman's

* COVID Comp

* Employment + Cyber
Practices Protection

Educate your leadership

Hershey Insurance Group — All Rights Reserved

Current Coverage Review

* Property and Casualty
* Business Auto Coverage
* Executive & Omissions

* Cyber Security

* Workman’s Comp

Know where weak links exist

VALUATE

itigation Plan

We facilitate a
leadership session for
the creation of a
“Mitigation Plan” for
your business. This will
~ ensure your business
has a clear path to
security in most

Mitigate your exposure

19



AGENCY

i HERSHEY  Group Discounted Home and Auto Insurance

Providing Peace of Mind

Home | Auto | Life | Business

Premiums are on the rise
due to inflation!

Mention this ad and receive
a $25 Gift Card with a

Large National

Insurance Carriers in ® Free/No-Obligation Proposal!
Michigan approved for HERSHEY

higher rates at 12% and R L 888.843.7743
higherfor 2023 hersheyinsurance.com

Let Our Network Do The Work For You

Auto-Owners  NR = @7 SOMETHING

INSURANCE MORE"

& frankenmuth &

INSURANGCE THE i
HARTFORD

Citiﬁgg}gm BEGco Insurance.  PROGRESSIVE

A company of The Hanover Insurance Group

'\';é(f Liberty Mutual. CHUBBR

INSURANCE
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§ Mesraver  Thank You!l

Donald White, CIC

President

Betsy Sinutko, CIC
=~ VP, Commercial Lines AGENCY

BR ore e co 888.843.7743

<

| ] Account Manager hersheyinsurance.com
info@higmi.com
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