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Security Awareness Training
now to protect yourself and your bu
numans first approach
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What you need to know

attb AT Te2"b2pP™ 2 PDIn>"¢c-¥%
landscape. Real life examples of how they occt
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to protect your Customers, Employees and yol
Business.

Let's Look beyond hardware and technology and into

human behavior to see your risk and value.
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Sophisticated Phishing Attacks
What Is a Phishing Attack?

alnbb™ g1 -BenktrE email to thousands or millions of people.

I Ny i

a P n>"gi-Bmailftdegeting a specif
iIndividual using information they know abo
them.

a(bb TPbb "Hpn |7/2p-Mdipste® attadk to
trick emaill recipients into believing someone they knc
and trust Is asking them to carry out a specific task.



R
Q, The Story of BEC: Vectors for attack

Cyber Criminals will impersonate:
A CEOQO or other executive

— BEC HR personnel
3“009:‘5:“:_:5 type A Trusted Vendor Goals for BEC:
a\\::s\“ <180K- O Steal sensitive data

Get access to critical systems

fverage | _
Financial fraud (Most popular)
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The Story of a BEC

Vendor Email Compromise, between a healthcare company and theuppkeiica

Meet the Victims:

Mariah Carey works at a o
medical supply company Meet the cyber crimine
(Vendor A) What a jerk.

Tom Cruise is the Office Manager
at the medical client (Client B)

.



The actual Story...

Mariah Carey (Vendor A) had the credentials of her

emall account compromised!
There are many ways that this could have happened: Mass PhisghiWghDar
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The cyber criminal uses these compromised credentials tc
access her account and set up a rule that forwards all of her
mail to one of his email accounts

The Cyber Criminal then waits and watches the normal interactions
Mariah at Vendor A has with her clients, walting for the right
moment to strike.




The
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purchased In late June..Addiional charges will apply
afterthe 45 day period.

A legitimate invoice Is sent from
the Vendor to Client




Ready to Strike

The cyber criminal now already has:
™MHEY,i~erATf r erif t°r—E£ f "r—
™ YtrELTf r 3rOj r~~ EOLE O— /e o

The fake email domain is cheap to buy and looks vieny gimiis just a mirror of the first domain name.
In the actual attack that the medical client had tBevord name of their company as their domain and-
attacker dropped 1 word from it.






Added credibm

having another
person that was iIn
the thread previously
send the information
while Including the
entire original thread




Company B Vendor A

-Tom at Company B sent $50K

| | -Loss off Company B as a client
the first time -Further reputation damage with their other clients
-And $100k the second time -Possible future litigation with Company B

one week later



How this could have been av

Vendor A had their email account compromised
Implement good password hygiene to reduce password reuse
Adopt a Multifactor Authentication on their email accounts
Participate in on-going training on how to avoid phisuams

Company B was as a sitting target without even knowing it
They need to require a strong P&P for handling wire feass
Participate in Phishing detection simulation to potentiafpllego spot an attack like this
Continuously Educate their employees on how to spot phisheng email



WHAT WE ARE
10O DO ABOU
TOGETHEF

Scams are becoming more sophisticated and you cannc
rely on an in the box solution to protect yourself
and your company.
You need a multi layer approach and a culture of
cybersecurity in your company!




CCare Security Awareness PlI-Protect Management and Monitoring

End-User Education, Evolved Dark Web Monitoring

Weekly Micro-Training Video & Quiz
Unlimited Simulated Phishing Campaigns
Monthly Security Newsletter

Security Risk Assessment

Written Security Policies

Catch Phish
Employee Vulnerability Assessment
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Cybersecurity Newsfeed

Employee Vulnerability Assessment (EVA): The heart of the PlI-Protect

Combines proven security metrics with quantitative analysis and friendly competition to offer unparalleled
Insight into an organization's first layer of defense - their employees




Employee Secure
Score (ESS)

Which employee Is the weakest link?

The ESS uses a sophisticated algorithm of metrics to
transform end-user education into an analytical
engine. By assigning an ESS to each user, employees
can see where they fall in their peer group and In

what areas they can improve.

Company Overall
ESS

How will you reduce their risk level?

By averaging all end-users' ESS', each organization is
assigned a Company Overall ESS. Leveraging this
score gives management insight into their overall
security hygiene and highlights the need for

technical safequards.



Interactive
Annua
Training

Professionally produced and engaging!



Weekly Micro-Trainings




Monthly
Newsletters
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Policies and Procedur



Dark Web Monitorin
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Thank you for joining us today!
Congratulations on taking an impor
toward stronger cybersecurity.



